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IT Services

Researchers and Assistants

3.5.1. Ensure that appropriate backup and recovery plans are in place and are conformant
with this policy.

3.5.2.  Ensure that any associated archival requirements are identified and addressed in line
with University data retention policies.

3.5.3. Inthe event of a data loss incident, raise a support ticket with IT via the IT Service
Management system as soon as possible to start the recovery process.

3.5.4. Report any Information Security incidents or risks to the Director of IT Services via an
appropriate channel.

POLICY

It is the policy of the University of Sussex that all information it manages shall be
appropriately secured to protect the institution from the impact of loss or irreparable damage
to valued information.

Data backup is purely to allow the Institution to continue its activity after a data loss incident,
by retrieving some or all of the data lost. All data should be backed up according to its value to
the Institution, the cost of recreating the data, any financial costs or penalties which might be
incurred because of data loss or corruption and the risk of data loss or corruption.

There are two key parameters that must be identified to ensure appropriate protection of any
data or system:

4.3.1.  Recovery Point Objective (RPQO) - the maximum acceptable age (in minutes, hours or
days) of backup which could be restored in the event of a data loss incident. This will
determine the possible scale of data loss arising from the incident. For example, a
set of hundreds of financial transactions into a system with an RPO of 24 hours could
result in a large amount of re-




IT Services


http://www.sussex.ac.uk/infosec/policies
http://www.sussex.ac.uk/infosec/policies
http://www.sussex.ac.uk/ogs/policies/information/dpa/dataprotectionpolicy
http://www.sussex.ac.uk/ogs/policies/information/dpa/dataprotectionpolicy
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IT Services
Knowledge and Research Exchange policies -
http://www.sussex.ac.uk/staff/research/rqi/rgi_information _and support/rgi_strateqy policy/researc
h-policies

Records Management Guidance -
http://www.sussex.ac.uk/ogs/policies/information/recordsmanagementguidance



http://www.sussex.ac.uk/staff/research/rqi/rqi_information_and_support/rqi_strategy_policy/research-policies
http://www.sussex.ac.uk/staff/research/rqi/rqi_information_and_support/rqi_strategy_policy/research-policies
http://www.sussex.ac.uk/ogs/policies/information/recordsmanagementguidance
http://www.sussex.ac.uk/ogs/policies/information/recordsmanagementguidance
http://www.sussex.ac.uk/ogs/policies/information/recordsmanagementguidance




